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INTRO
The purpose of this document is to provide a monthly summary of observed threats, vulnerabilities, and risks
relevant to Cynet’s customers. In this report you will find detailed information regarding specific attack groups,
campaigns, malware variants, etc., as well as the relevant sectors, industries, and infrastructures being targeted.
The report is comprised of data and observations gathered from our internal sources and it is focused mainly,
but not solely, on sectors which make up our customer base. Attached to this report you can find an IOC.csv file
containing the relevant indicators discussed in the report.
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ICEDID - THREAT ANALYSIS
Executive Summary:
IcedID is a banking Trojan which allows attackers to steal victims’ banking credentials. It also acts as a loader and
can deliver other malware.
IcedID, also known as BokBot, uses a man-in-the-browser attack to steal financial information including login
credentials for online banking sessions. Once it successfully completes the first stage of the attack, it uses the
gathered information to take over banking accounts and automate fraudulent transactions. IcedID uses multiple
injection techniques – such as injecting itself into operating system (OS) memory and regular processes – to
evade antivirus and other malware detection methods.
IcedID – is it The New Emotet?
A widespread email campaign using malicious Excel attachments and Excel 4 macros is delivering IcedID at high
volumes, apparently filling the Emotet void.
Once the malicious document is opened, victims are asked to “enable content” to view the message. Enabling the
content allows the embedded Excel 4 macro formulas to execute.
Adversaries abuse this functionality to embed malicious commands, which usually download a malicious payload
from the URL using the formulas in the document.
IcedID has a lot in common with Emotet in that it is a modular malware used to steal financial information at the
beginning of its life. Increasingly, however, it is being used as a dropper for other malware.
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Relevant Sectors:

IcedID Attack Flow Detection & Prevention by Cynet360

The embedded macros spawn an instance of rundll32.exe which executes several masqueraded dll’s that served as
the payload, as we can see, Cynet did block the activity.
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URSNIF – THREAT ANALYSIS
Executive Summary:
In the last month, we have observed an increase in Ursnif activity within our customers’ environments.
Ursnif malware, also known as Gozi, is one of the most famous banking Trojans. In 2015, the malware's source code
was leaked and it became publicly available on Github. This in turn enabled other malware authors to add and edit new
features and make further development of the code. Ursnif enumerates victims’ system activity records, keystrokes,
and tracks network and browser activity. It archives the collected data before sending it to the C&C server.
Ursnif malware is widely spread through malicious spam campaigns. The campaigns contain weaponized Microsoft
Office documents that instruct the user to enable macros, which trigger the execution of the malicious payload.

Relevant Sectors:

Ursnif Attack Flow Detection & Prevention by Cynet360

The embedded macros spawn another instance of explorer which uses DCOM launch to evade security products and
create a new process tree by launching the .hta file.

In stage two, mshta continues the execution of the .hta file which spawns an instance of regsvr32.exe that executes a
masqueraded dll in a form of jpg file that serves as the payload. As we can see, Cynet successfully blocked the activity.
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QBOT - THREAT ANALYSIS
Executive Summary:
Qbot is a banking trojan that is used to steal banking credentials, financial data, personal information, and deliver
ransomware into a victim’s machine.
Today, Qbot has been seen delivering Egregor, DoppelPaymer, and ProLock ransomwares.
The initial access point of this variant is weaponized Microsoft Office documents that spread via malspam email campaigns.
We have found that this campaign type attempts to trick victims by posing as a DocuSign document used to lure
the victim to enable the macros by clicking on Enable Editing and Enable Content, as figured below:

We have seen that most of the Office documents used as the initial access for Qbot are Excel 4.0 Macros (XLM).
This is a legacy feature that still exists for backward compatibility reasons but is mostly used today to perform
malicious actions on victims’ machines.

When opening the Excel sheet in Excel 4.0 Macros, we can see the Macros hiding in the cells:

Qbot Attack Flow Detection & Prevention by Cynet360

The embedded macros spawn an instance of rundll32.exe which executes several masqueraded dll’s that served as the payload.
As we can see, Cynet successfully blocked the activity.
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CYNET360 VS WEAPONIZED DOCUMENTS
Weaponized document attachments are the most observed initial access method when it comes to malware. There
are several variants for the three malware types we have mentioned, and each variant has its own attack stages
and methods. Even so, there are many common actions in their strategies.
Cynet360 has several mechanisms with detection and prevention capabilities against weaponized documents. In the
last month, the following alerts were observed when such documents attempted to run:

Malicious Behavior - Parent Process
This alert triggers when a certain process spawns a child process, which can indicate suspicious activity (such as
an Office document that spawns a CMD process).

Unauthorized Memory Access Attempt
This alert informs the customer that there was an attempt by a certain process to access a forbidden memory
location of another process. The alert points out the flags that the process requested and the flags that Cynet
permitted to the process.

Mitigation steps
Block Macros: Disable Macros for users who doesn’t need to open files containing macros.
User Education: An important step in avoiding a cyber-attack is to educate the staff to suspect
contents arriving in their mailbox.
Restrict privilege: Many actions on a system require administrator privileges to be performed.
Restricting user privileges to required levels may reduce the impact of compromise and even
prevent a potentially cyber-attack.
Make sure you are familiar with the email sender and the content doesn’t seem suspicious.
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COBALT STRIKE - THREAT ANALYSIS
Cobalt Strike is a penetration simulation tool that was released in 2012. Cobalt Strike was made to help security
teams to test their security posture and incident response procedures by emulating advanced threat tools and TTPs.
Malicious actors have begun using Cobalt Strike because of its flexibility, and it can be used to deploy all manner
of payloads to a compromised endpoint.
In the last month, we have seen an increase in the use of Cobalt Strike in attacks against Cynet360 customers.

CYNET360 VS COBALT STRIKE
Dynamic Injection Behavior
This kind of alert triggers when Cynet detects a process which is trying to inject code to a legitimate process.

Memory Pattern – Cobalt Strike Beacon
This alert will trigger when a file is loaded to the memory and will run on its memory unique strings related to a malware.
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DISCLOSED VULNERABILITIES:
1. MacOS GateKeeper 0Day calls for hackers
As part of CyOps ongoing threat intelligence activities, we are reaching out to you in continuation of the.

Risk Level
HIGH

Targeted Assets

Threat Actors

MacOS Endpoints

Shlayer Threat actors

Tactic

Technique

Initial access

Exploit Public-Facing Application (T1190)

Mitigations
Update all MacOS endpoints to 11.3 version
recent vulnerability in MacOS GateKeeper and initial observations of exploitation of this vulnerability.
The Gatekeeper feature is a part of the macOS operating system designed to guard the users of Mac computers
against malicious software by preventing execution of programs from untrusted sources. That means Gatekeeper
blocks applications that are not signed with an Apple-issued certificate (Developer ID) and approved by Apple’s
notarization service.
The vulnerability, CVE-2021-1810, was originally discovered in late 2020.
Please make sure to update all your relevant MacOS endpoints to 11.3 version ASAP.
.

©ALL RIGHTS RESERVED TO CYNET 2018 WWW.CYNET.COM

CTI REPORT

10

CyOps Team
Cynet's 24/7 MDR with the latest security updates and reports

2. QNAP NAS flaw lures ransomware threat actors
Risk Level
Critical

Targeted Assets

Threat Actors

QNAP NAS Devices

Qlocker & eCh0raix ransomware operators

Tactic

Technique

Exfiltration

Exfiltration over C2 Channel (T1041)

Mitigations
Install firmware and third party software updates
Implement security product on NAS devices
Change default network port

QNAP released patches for three apps over the last week. An SQL injection vulnerability known as CVE-2020-36195
exposed in QNAP NAS running multimedia console/media streaming add-on, successful exploitation of which could
result in information disclosure. On top of that, CVE-2021-28799 relates to an misconfigured authorization vulnerability
affecting QNAP NAS running HBS 3 Hybrid Backup Sync that could be abused by an adversary to log in to a device.
"Users are advised to switch the default network port 8080 for accessing the NAS operating interface," the corporate
recommended, adding "the data stored on NAS should be backed up or backed up again utilizing the 3-2-1 backup rule,
to further ensure data integrity and security."
.
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3. PandaStealer – Keep your cryptocurrency safe!
Risk Level
Medium

Targeted Assets

Threat Actors

windows endpoints

Russian Threat actors

Tactic

Technique

Execution

User Execution

Malicious file (T1204.002)

Mitigations
Educate and instruct users about social engineering techniques
implement email gateway filter with strict policies

Panda Stealer is an info stealer malware, also known as DC Stealer, which has been found selling on the dark net
and via Telegram for only $12. Once Panda gets cozy, it tries to hoover up details such as private keys and past
transactions from cryptocurrency wallets, including Bitcoin (BCN), Dash (DASH), Ethereum (ETH) and Litecoin (LTC).
Beyond stealing crypto wallets, it can also steal credentials from well-known applications such as: NordVPN, Steam,
Telegram, Discord. Panda can also take screenshots of the compromised computer and retrieve data from browsers,
including cookies and passwords.
Panda drops files in targeted systems’ Temp folders, storing stolen information under randomized file names. Then,
it sends the stolen information to a C2 server.
.
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4. Ryuk Threat actors stepping up their game
Exploited CVE’s:

Risk Level
HIGH

Targeted Assets

Threat Actors

windows endpoints

Ryuk operators

Tactic

Technique

Credential Access

Password Spraying

Mitigations
Implement multi factor authentication for RDP access
CVE-2018-8453 - high-severity (7.8/10) privilege escalation in Windows 7 through 10 and Windows Server 2008 through
2016 that permits running an arbitrary kernel with read/write permissions because the Win32k component fails to
properly handle objects in memory.
CVE-2019-1069 - high-severity (7.8/10) privilege escalation in Windows 10, Windows Server 2016, and 2019 due to the
way the Task Scheduler Service validates certain file operations, which enables a hard link attack.

Recommendations:
Ensure that operating systems and software have the latest security patches
Implement multi-factor authentication for RDP access
Apply network segmentation and controls to check SMB and NTLM traffic
Use the principle of least privilege and perform routine checks for account permissions
Routinely review Group Policy Objects and logon scripts
Patch systems against CVE-2018-8453 and CVE-2019-1069
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APPENDIX:
Risk Level
Low
Medium
High
Critical

TLP Protocol
Color
TLP:RED

Not for disclosure,
restricted to
participants only.

When should it be used?

recipients may not share TLP:RED information
with any parties outside of the specific
Sources may use TLP:RED when information
exchange, meeting or conversation in which
cannot be effectively acted upon by additional it was originaly disclosed. In the context of
parties, and could lead to impacts on a party's a meeting, for example, TLP:RED information
privacy, reputation or operations if misused.
is limited to those present at the meeting.
in most circumstances, TLP:RED should be
exchanged verbally or in person.

TLP:AMBER

Limited disclosure,
restricted to
participants'
organizations.

TLP:GREEN

Limited disclosure,
restricted to
community.

TLP:WHITE

Disclosure is not
limited.

How may it be shared?

Sources may use TLP:AMBER when
information requires support to be effectively
acted upon, yet carries risks to privacy,
reputation or operations if shared outside of
the organizations involved.

Recipients may only share TLP:AMBER
information with members of their own
organization, and with clients or customers
who need to know the information to protect
themselves or prevent further harm.
Sources are at liberty to specify additional
intended limits of the sharing: these must
beadhered to.

Recipients may share TLP:GREEN information
with peers and partner organizations within
Sources may use TLP:GREEN when information
their sector or community, but not via
is useful for the awareness of all participating
publicly accessible channels. Information
organizations as well as with peers within the
in this category can be circulated widely
broader community or sector.
within a particular community. TLP:GREEN
information may not be released outside of
the community.

Sources may use TLP:WHITE when information
Subject to standard copyright rules, TLP:WHITE
carries minimal or no foreseeable risk of
information may be distributed without
misuse, in accordance with applicable rules
restriction.
and procedures for public release.
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Contact Cynet CyOps
(Cynet Security Operations Center)
The Cynet CyOps available to clients for any issues 24/7, questions or
comments related to Cynet 360. For additional information, you may
contact us directly at:

+1 (347) 474-0048
CyOps Mailbox
soc@cynet.com

+44 2032-909051
+972 72-3369736

CyOps Team Leader
sivanc@cynet.com
CyOps Manager
shirang@cynet.com

©ALL RIGHTS RESERVED TO CYNET 2018 WWW.CYNET.COM

CTI REPORT

15

