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INTRO
The purpose of this document is to provide a monthly summary of observed threats, vulnerabilities, and risks relevant
to Cynet’s customers. Throughout this report, you will find detailed information regarding specific attack groups,
campaigns, malware variants, etc., as well as the relevant sectors, industries, and infrastructures being targeted.
The report is comprised of data and observations gathered from our internal sources, and it is focused mainly but
not solely on sectors that make up our customer base.
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Cyber Threat Intelligence
Introduction
Cyber Threat Intelligence (or CTI), is the process of analyzing information about adversaries, campaigns, and malware,
with the intention of informing the relevant parties regarding the risks, and ways to mitigate them.
With the ever-changing threat landscape, CTI aims to shed a light on those threats so that all involved personnel in
an enterprise will have a common language.
CTI is divided into three different segments. While the CEO should be informed of a new campaign that aimed at
their sector, they should not (and probably will not) dive into the tactics and techniques used by the adversaries.
And, while the IT personnel should know relevant firewall rules to add, the should not deal with specific indicators
of compromise (IOCs). So how do all the dots connect?

CTI is divided into:
Strategic CTI:
Aimed at C-suite executives and policymakers, it provides a high-level look into the threat landscape with
relevant risks to the organization and recommendations to follow at the corporate level.

Operational CTI:
Aimed at personnel to understand the goals or trends of a running campaign, with an emphasis on awareness
of campaign as a whole instead of a single event. The goal is to share and identify gaps in current organizational
knowledge and work to bridge those gaps.

Tactical CTI:
Provides IOCs, and tactics, techniques, and procedures (TTPs) that are used by adversaries in a
mentioned campaign.
While strategical CTI is at the highest level, Tactical CTI is about the “lowest” level of intel, with the goal of
finding specific artifacts to search in threat hunting.
*Can be implemented via Cynet
For each of our articles, we will add the relevant logo as shown below, this will follow in all of our next CTI reports.
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Log4Shell
Introduction:

Risk Level
Critical

Targeted Assets

Threat Actors

Log4j Applications

Various Attackers

Tactic

Technique

Initial Access

T1190 – Exploit public-facing
application technique

Execution

T1059-Command and
Scripting Interpreter

Mitigations
Update Log4j to its latest version

Log4j is an open-source logging framework
distributed by Apache group that is widely used
by well-known public services and roughly
one-third of the world’s web servers.
On December 9, 2021, an RCE (Remote Code
Execution) vulnerability was disclosed within the
log4j package (CVE- 2021-44228) which allows an
attacker to execute arbitrary code on machines
that utilize the logging functionality of the log4j
package which give the vulnerability its common
name: Log4Shell.
Even after the Log4Shell (CVE-2021-44228)
vulnerability was discovered and patched, a new
bypass has been discovered. The new bypass
affected previous versions of the package up until
2.17. The new CVEs are tracked as CVE-2021-45105
(Denial of Service) and CVE-2021-45046 (Remote
Code Execution).

Vulnerability Overview
The root cause of this vulnerability is the way log4j processes log messages.
Generally, software developers use a logging mechanism to report on different flows within the software. During
this process, a log message is passed as a string to be recorded in a log file. The Log4j library has an additional
feature that allows log messages to contain variables that are translated on the fly before being written to a log
file. In the case of CVE-2021-44228, log4j translates a specific argument received as a formatted string and forces
it to load a Java code from another Java class stored on the server or from a remote server.

CVE-2021-45105: DoS vulnerability in Log4J 2.16
An attacker can craft and pass a malicious lookup command (through the ThreadContext bypass) which will initiate
a recursive function. Since this recursion is not protected from self-referencing (evaluating the same expression),
the crafted lookup command will cause a DoS attack.

CVE-2021-45046: RCE vulnerability in Log4J 2.16
If an attacker can add controlled input to the Thread Context Map (MDC) it is possible to craft a malicious input that
will result in a remote code execution using JNDI lookup patterns.
In the beginning the CVS score for this vulnerability was 3.7 for a limited DOS. However, it was discovered that it is
possible to get an RCE from this vulnerability, thus incrementing the CVS score to 9.0.

Mitigations:
The best way to defend against exploitation of this vulnerability is to update Log4j to its latest version.
Optional – analysis of the patched software source code:
If not possible, there are other ways to protect yourself. You can disable lookup use by setting the parameter
“formatMsgNoLookups” to “True” value:
Log4j2.formatMsgNoLookups=true
Setting an environment variable for disabling lookups:
LOG4J_FORMt_msg_no_lookups=true
Another option would be to remove Jndilookup class from the classpath.
This can be done by the following command – Zip -q -d log4j-core-*.jar org/apache/logging/log4j/core/lookup/
JndiLookup.class
In PatternLayout in the logging configuration, replace Context Lookups like `${ctx:loginId}` or `$${ctx:loginId}`
with Thread Context Map patterns (%X, %mdc, or %MDC).
Upgrade to a safe version of apache – 2.16.0. If not possible, remove JndiLookup classpath

Reference Links
For more information about Log4Shell visit the following article published by Cynet here.
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Recent Malicious Campaign Threats
Introduction
Unlike a malware attack on a single endpoint, threat actors often execute entire campaigns. These campaigns are
meticulously planned, starting with the creation of C2 infrastructure for the specific attack.
Recently, several coordinated campaign threats were carried out by threat actors using specific TTPs for their attacks.
We will focus on the campaigns targeting financial organizations to steal valuable information.

Campaign Overview
Threat Campaigns are usually determined by “in-the-wild-attacks” observed by Cyber blue teamers or by known
campaign authors that published warning notes. These campaigns are aimed at specific targets with known goals
or objectives related to nationalist or economic motives.
Upon execution, the campaigns spread across email messages contains either malicious links or attachments.The
final phase of the infection includes additional payloads that can lead to ransomware attacks or threat actors selling
sensitive data over the darkweb.

QakBot Campaign Flow
The attack is usually initiated by a phishing email sent to the victim:

The email contains a link which leads to a download of a malicious zip file.
The downloaded zip file contains a malicious Excel document.
When executing the document, it lures the victim to enable content. Once done, the user allows the malicious macros
to run and following that, the malicious payload is executed.

The attack starts with a download of three masqueraded DLLs that contain the QakBot payload.
The weaponized Office documents have a highly obfuscated VBA/XLM code and AutoOpen or AutoClose functions for
its execution.
QakBot Excel spreadsheet documents use Excel 4.0 (XLM) Macros, which leads to the download and execution of the
QakBot DLL payloads.
In the diagram below you can see a visualization of the attack flow:

Mitre Att&ck Matrix
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Emotet Campaign Flow
Emotet is a banking trojan that became infamous around 2014. It is highly evasive, polymorphic (code is changing
constantly), and one of the most effective malware campaigns to date, with over 100,000 emails sent each day in its
previous run.
Emotet Phishing email:

In newer versions of Microsoft Word, macros are disabled by default to harden security aspects. With “AutoExec”
functionality VBA macros can be executed by enabling the default settings of the secure macros executions and
that’s why Emotet authors try to overcome this issue when loading this document. We can see an image that
contains instructions:
"You have to press Enable Editing and Enable Content buttons to preview this document"

Mitre Att&ck Matrix
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RedLine Campaign Flow
RedLine stealer was first discovered in early 2020. It is a highly effective info-stealer aimed at users’ credentials from
installed apps, web browsers, and also information about the host itself (OS, CPU, antivirus software used, etc.,).
It is offered for sale on telegram and underground forums, and together with support offered for users, it is one of
the most recently used info stealers.
RedLine Stealer is another Malware-as-a-Service(MaaS). Users can buy their license for a desired period of time
and use its pre-built infrastructure.
Babuk new Payload.bin Site

Note that hardware and antivirus software are both revealed. This data could assist attackers in the reconnaissance
phase for a future attack.
Attackers could also search for enterprise emails, further expanding their reach without any action needed.
RedLine uses a new method of camouflage for Bitcoin software along with a false explanation video leading to
downloading the RedLine malware:

RedLine uses a new method of camouflage for Bitcoin software along with a false explanation video leading to
downloading the RedLine malware:
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StaticKitten Campaign Flow
StaticKitten (also known as MuddyWatter/SeedWorm/Temp.Zrgos) is one of many names used to identify an Iranian
APT group.
The group is known for targeting entities in the Middle East, with previously known attacks aimed at governments
or telecommunication companies that can lead to a supply chain attack (IT providers for example), or entities that
hold valuable intelligence (StaticKitten is previously known to be a contractor for the Islamic Republican Guard
Corps (IRGC)).

Attack Vector:
StaticKitten is known to use phishing as their main entry point. Attempts were also seen for brute-forcing a domain
user's OWA credentials and using them as the sender of internal spearphishing emails.
Phishing emails usually contain information relevant to the senders’ company. One recent example will is an Israeli
IT provider, where a user email was used to send a tailored phishing email containing relevant information about
the company and its customers:
*Due to confidentiality, the email had to be obfuscated

The email subject can be translated to “Introduction to Cyber subjects”, the email body contained a supposed informative
message from the IT provider suggesting that they are introducing a Cyber study program. This is done to increase
employees’ awareness in that matter and prevent information leakage to adversaries.
This is highly relevant to the company’s line of work and is a “hot” topic that will lure people to click on the link itself.
The message is written in Hebrew with subtle spelling errors.
The link itself leads to Onehub, a file-sharing website that is known to be related to StaticKitten’s previous attacks.
In the link, a zip file can be found with a similar name of the Email subject:

The Zip file contains an MSI installer:

The MSI will install a remote admin program called “ConnectWise”(previously known as “ScreenConnect”). Once installed,
this will establish a connection to the adversaries’ C2 infrastracture, allowing them to remotely control the endpoint.
From there the attackers will perform lateral movement in an attempt to achieve domain admin privileges. Examples
range from data exfiltration to Pay2Key ransomware (a known Iranian ransomware).
Both the zip file, and the usage of Screen Connect/ConnectWise are highly related to the StaticKitten/MuddyWatter
APT group.
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Recent Malicious Campaign Threats
While Cynet does protect its customers from post-exploitation activities related to Maldoc phishing, employee awareness
is the key to minimizing the risk of an attack.
For more information on phishing awareness, Cynet has made a guide for preventing phishing campaigns, for more
information click here.
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APPENDIX:
Risk Level
Low
Medium
High
Critical

TLP Protocol
Color
TLP:RED

Not for disclosure,
restricted to
participants only.

When should it be used?

Recipients may not share TLP:RED information
with any parties outside of the specific
Sources may use TLP:RED when information
exchange, meeting or conversation in which
cannot be effectively acted upon by additional it was originaly disclosed. In the context of
parties, and could lead to impacts on a party's a meeting, for example, TLP:RED information
privacy, reputation or operations if misused.
is limited to those present at the meeting.
in most circumstances, TLP:RED should be
exchanged verbally or in person.

TLP:AMBER

Limited disclosure,
restricted to
participants'
organizations.

TLP:GREEN

Limited disclosure,
restricted to
community.

TLP:WHITE

Disclosure is not
limited.

How may it be shared?

Sources may use TLP:AMBER when
information requires support to be effectively
acted upon, yet carries risks to privacy,
reputation or operations if shared outside of
the organizations involved.

Recipients may only share TLP:AMBER
information with members of their own
organization, and with clients or customers
who need to know the information to protect
themselves or prevent further harm.
Sources are at liberty to specify additional
intended limits of the sharing: these must
beadhered to.

Recipients may share TLP:GREEN information
with peers and partner organizations within
Sources may use TLP:GREEN when information
their sector or community, but not via
is useful for the awareness of all participating
publicly accessible channels. Information
organizations as well as with peers within the
in this category can be circulated widely
broader community or sector.
within a particular community. TLP:GREEN
information may not be released outside of
the community.

Sources may use TLP:WHITE when information
Subject to standard copyright rules, TLP:WHITE
carries minimal or no foreseeable risk of
information may be distributed without
misuse, in accordance with applicable rules
restriction.
and procedures for public release.
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Contact Cynet CyOps
(Cynet Security Operations Center)
Cynet CyOps team of experienced professional security experts is
available for customers concerns, questions and issues on a 24/7 basis.
For additional information, you may contact us directly at:

+1 (347) 474-0048
CyOps Mailbox
soc@cynet.com

+44 2032-909051
+972 72-3369736

CyOps Team Leader
sivanc@cynet.com
CyOps Manager
shirang@cynet.com
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